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« Uvod do bezpeénosti

« Baseline security
Group Policy
Bezpecnostni Sablony
Administrativni Sablony
Security Configuration Wizard
DalSi bezpecCnostni nastaveni

¢ Live technologie
¢ Diskuse




Security Threats to Servers / Workstations

Vs

« Malicious users with physical access to the computers
« Denial of service attack

« Buffer overrun attack

¢ Viruses, Worms

¢ Trojan horses

« Back door attack

« Password guessing / Password dictionary / Brute force attack
¢ Logic bomb

¢ Rootkits

« Replay attack

¢ Man-in-the-middle attack

« Spoofing

¢ Sniffing

« Social engineering, ...




What Is a Defense-in-Depth Approach to computer
Security?

/

Using a layered approach:
Increases an attacker’s risk of detection
Reduces an attacker’s chance of success

// \\ Strong passwords, ACLs,

Data backup and restore

: strategy
Application Application hardening

~ OS hardening, authentication,

Host security update management,
‘ antivirus updates, auditing

Internal network Network segments, NIDS

Peri Firewalls, boarder routers, VPNs
erimeter 4 with quarantine procedures

\ Physical security /—— Guards, locks, tracking devices

\Policies, procedures, and awareness — Security policies, procedures, and
NN education

L B




What Is a Secure Member Server Baseline?

Vs

A secure baseline:

¢« Is a detailed description of all relevant configuration settings for a
specific computer

Core Server Security Practices :

[ ¢ Apply the latest service pack and all available
security updates

¢ Use Group Policy to harden servers
¢« Use MBSA to scan server security configurations

¢ Restrict physical and network access to servers / Decommission
computers securely




Guidelines for Creating a Strong Password Policy

/

,When implementing a password policy:

« Educate users about password requirements
« Consider the use of pass phrases rather than passwords

,When enforcing a password policy:

« Use password complexity

« Use Group Policy to control:
Maximum password age
Password history
Minimum password age
Password length




Account Lockout Policies vs. DoS

(

Group Policy Setting

Description

Account lockout
threshold

The number of logon attempts that can be made
before the account is locked out

Account lockout
duration

The number of minutes a locked out account will
remain disabled before being automatically
enabled

Reset account lockout
counter after

The number of minutes that must elapse after a
failed logon attempt before the counter is reset to
0 bad logon attempts




Guidelines for Setting Security for Administrator
Accounts

[

" Methods to increase the security of administrative
accounts include:

(o Limiting the number of administrator accounts to highly
trusted personnel

« Separating user and administrative accounts
« Using the secondary logon service

« Disabling the built-in administrator account

« Enforcing strong passwords

¢ Implementing two-factor authentication




Strategies for Supplemental Authentication

[ =
] | ] L] | ] L] L]
¢ Delegated authentication—Windows services impersonate clients
| ] [ ] ,
when accessing resources on clients’ behalf
[ ] L] | ] | ] [ ] [ ]
« Constrained delegation—Computer account is configured so it is
| ] ] | ]
delegated for only specific services on the network
— 2
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Delegation iz a security-zensitive operation, which allows services to act on
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I I j Do not kst this computer for delegation
Uszer logon name [pre-windows 2000]; ™ Trust this computer for delegation to any service [Kerberos only)
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—Account expires
* Mever | ﬂ
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Recommendations for Configuring Auditing on
Domain Controllers

(

Audit policy

Recommended minimum settings

Audit account logon events

Success, Failure

Audit account management

Success, Failure

Audit directory service access

Success, Failure

Audit logon events

Success, Failure

Audit object access Only if required by threat model
Audit policy change Success

Audit privilege use No auditing

Audit process tracking No auditing

Audit system events Success

——




Guidelines for Managing User Rights Assignments

/

User rights

Add the following members:

Deny access to
this computer from
the network

¢ Built-in Administrator

¢ Support_388945a0

¢ Guest

« NON-Operating System service accounts

Deny logon as a
batch job

¢ Built-in Administrator

¢ Support_388945a0

¢ Guest

¢« NON-Operating System service accounts

Deny logon through
Terminal Services

¢ Built-in Administrator
Support_388945a0
¢ Guest

Lo

Lo

NON-Operating System service accounts

S




Guidelines for Secutity Options

f

 Secure communication between client and server by
configuring the following:

-

« SMB signing

« LDAP signing

« Disable anonymous SAM and share enumeration
« Disable caching passwords

« Set appropriate NTLM level




What Is a Restricted Group Policy?

/

¢ Use restricted group policy to control membership
Specify members of a group

Members that are not specified in the policy are removed
during configuration or refresh

« To apply restricted group policy
Define the policy using the local computer security policy

Define the policy in a GPO that is linked to an
organizational unit that contains computer accounts to
manage local groups

Define the policy in a GPO that is linked to the Domain
Controllers OU to manage domain groups




Guidelines for Other Security Settings

f

J\7 Disable unnecessary services / components

L

7 Resizing event logs

|

7 Use NTFS permissions to secure files and folders

|

j\Z[ Software Restriction Policy




What Are Software Restriction Policies?

/

rWith software restriction policies, you can:

~

-
« Control the ability of software to run on your system

« Permit users to run only specific files on multiuser
computers

« Decide who can add trusted publishers to your
computer

« Control whether software restriction policies affect all
users or just certain users on a computer

« Prevent a specific file from running on a local

computer, organizational unit, site, or domain




Rules to Identify Software

(

Rule Description
& When a software program is opened, a hash of the

Hash . oy

program is compared to existing hash rules
Certificate | ® ldentifies software by its signing certificate
Path ¢ Identifies software by its file path
Internet ¢ |dentifies software from a zone that is specified
zone through Internet Explorer




Software Restriction Policy Options

f

Option

Description

DLL checking

& Used to ensure that the programs running
in your environment are secure

Skip administrators

& Allows all administrators to run all
programs

File types
designated as
executables

& Software restrictions can be applied to a file
type by adding it to the Designated file
types list

Trusted publishers

& Used to configure which users can select
trusted publishers

—




Predefined Security Templates

(

Template

Description

Setup security.inf

Specifies default security settings

DC security.inf

Specifies default security settings for a domain
controller

Compatws.inf

Modifies permissions and registry settings to enable
maximum application compatibility

Securedc.inf and
Securews.inf

Enhances security settings that are least likely to
affect application compatibility

Hisecdc.inf and
Hisecws.inf

Increases the restrictions on security settings

Rootsec.inf

Specifies permissions for the root of the system drive

——




Microsoft Windows Server 2003 Security
Guide Templates

f

The Windows Server 2003 Security Guide includes the
following practices and templates:

Apply Member
Server Baseline
Security
Template

N

|

Apply Domain
Security
Template

|

Apply Domain
Controller
Security
Template

| —

Apply
Incremental
Role-Based

Security

Template

. Infrastructure
File Server Server
IAS Server Print Server
Certificate

ERTViCoS lIS Server

Bastion Host




Windows XP Security Guide Templates
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Template

Description

Enterprise client

Enterprise Client — Desktop.inf
Enterprise Client — Laptop.inf

High Security — Desktop.inf

High sectity High Security — Laptop.inf

Legacy Enterprise Account.inf

Legacy Enterprise Client — Desktop.inf
Stand-alone Legacy Enterprise Client — Laptop.inf

Legacy High Security Account.inf
Legacy High Security — Desktop.inf
Legacy High Security — Laptop.inf




Designing a Role-Based OU Hierarchy

(

1l 11§

]

Member Server
Baseline Policy

Print Server

Policy 5
File Server

Policy 5

[IS Server —
Policy 5

Domain Jﬁd ﬂ Domain
Policy |9 ! U7 Engineering

Memb S Domai
ember omain
i Lil Servers Controllers

Domain Controller
Policy

ﬁf@

B

Print Servers

4

Operations
Admin

g

File Servers

Operations
Admin

Web Servers

Web Service
Admin




Internet Explorer Administrative Templates

( )

p
Contain a number of security features, such as:

¢ Security Zone configurations

¢ Authenticode settings
¢« Add-on management and restrictions
¢ File download restrictions

¢ Pop-up blocker management

g /

¢ Internet Explorer 7 .adm:
http://lwww.microsoft.com/downloads/details.as
px?familyid=11AB3E81-6462-4FDA-8EE5-
FCB8264C44B1&mgq id=10050&displaylang=en



http://www.microsoft.com/downloads/details.aspx?familyid=11AB3E81-6462-4FDA-8EE5-FCB8264C44B1&mg_id=10050&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=11AB3E81-6462-4FDA-8EE5-FCB8264C44B1&mg_id=10050&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=11AB3E81-6462-4FDA-8EE5-FCB8264C44B1&mg_id=10050&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=11AB3E81-6462-4FDA-8EE5-FCB8264C44B1&mg_id=10050&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=11AB3E81-6462-4FDA-8EE5-FCB8264C44B1&mg_id=10050&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=11AB3E81-6462-4FDA-8EE5-FCB8264C44B1&mg_id=10050&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=11AB3E81-6462-4FDA-8EE5-FCB8264C44B1&mg_id=10050&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=11AB3E81-6462-4FDA-8EE5-FCB8264C44B1&mg_id=10050&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=11AB3E81-6462-4FDA-8EE5-FCB8264C44B1&mg_id=10050&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=11AB3E81-6462-4FDA-8EE5-FCB8264C44B1&mg_id=10050&displaylang=en

Internet Explorer Zones

/

Internet Explorer security zone

Internet

Local intranet
Trusted sites
Restricted sites

My Computer

<
Y,
@

T

.

Default setting in
Windows XP SP2

Medium
Medium-Low
Low
High

Low




Microsoft Office Administrative Templates

/

« Enable you to set policies globally for Microsoft Office
users connected to a network

« Allow an administrator to quickly enforce a particular
user configuration on client computers
¢ Administrative templates in Office include:
Access11.adm
Excel11.adm
FP11.adm
GAL11.adm
INF11.adm

PUB11.adm ﬂ Q =

OUTLK11.adm L.




What Is the Security Configuration Wizard?

[

/SCW provides guided attack
surface reduction for servers
running Windows

P
¢ Disables unnecessary
services and IIS Web
extensions

« Blocks unused ports and
secure ports that are left
open by using IPSec

+ Reduces protocol exposure
(LDAP, NTLM, SMB)

« Configures audit settings

) [ scw supports:
-

\_

¢« Rollback
¢ Analysis
« Remote configuration

¢« Command-line
support

¢ Active Directory
integration

« Policy editing




Additional Security Settings

r

¢« Disabling error reporting
¢« Disable dump file creation
« Support for ,,no execute* hardware

« TCP/IP Hardening
http://Imsdn.microsoft.com/library/default.asp?url=/library
len-us/dnnetsec/html/HTHardTCP.asp

¢ Desktop firewall

¢ Autoruns, Process Explorer, Rootkit Revealer, ...
¢ AVO, Anti-spyware

* Forefront Client Security, Windows Defender



http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnnetsec/html/HTHardTCP.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnnetsec/html/HTHardTCP.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnnetsec/html/HTHardTCP.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnnetsec/html/HTHardTCP.asp

Live technologie

Windows Live™ OneCare™

¢ http://safety.live.com



http://safety.live.com/
http://safety.live.com/

Odkazy
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How to use the SysKey utility to secure the Windows Security Accounts
Manager database:
http://support.microsoft.com/default.aspx?scid=kb;en-us;310105

Windows Deployment and Resource Kits:
http://lwww.microsoft.com/windows/reskits/default.asp

Microsoft Security Home Page: http://www.microsoft.com/security/default.mspx

Windows Security Home Page:
http://lwww.microsoft.com/windows/security/default.mspx

Threats and Countermeasures :
http://lwww.microsoft.com/technet/security/guidance/serversecurity/tcq/tcqch00.mspx

Software ke stazeni: http://blogs.technet.com/technetczsk/pages/software-ke-sta-en-z-
ms-kuchyn.aspx

»,Nové* sysinternals: http://www.microsoft.com/technet/sysinternals/default.mspx

Microsoft Forefront Client Security:
http://lwww.microsoft.com/forefront/clientsecurity/default.mspx

Windows Defender:
http://lwww.microsoft.com/athome/security/spyware/software/default.mspx
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http://www.microsoft.com/security/default.mspx
http://www.microsoft.com/windows/security/default.mspx
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http://blogs.technet.com/technetczsk/pages/software-ke-sta-en-z-ms-kuchyn.aspx
http://blogs.technet.com/technetczsk/pages/software-ke-sta-en-z-ms-kuchyn.aspx
http://blogs.technet.com/technetczsk/pages/software-ke-sta-en-z-ms-kuchyn.aspx
http://blogs.technet.com/technetczsk/pages/software-ke-sta-en-z-ms-kuchyn.aspx
http://blogs.technet.com/technetczsk/pages/software-ke-sta-en-z-ms-kuchyn.aspx
http://blogs.technet.com/technetczsk/pages/software-ke-sta-en-z-ms-kuchyn.aspx
http://blogs.technet.com/technetczsk/pages/software-ke-sta-en-z-ms-kuchyn.aspx
http://blogs.technet.com/technetczsk/pages/software-ke-sta-en-z-ms-kuchyn.aspx
http://blogs.technet.com/technetczsk/pages/software-ke-sta-en-z-ms-kuchyn.aspx
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http://www.microsoft.com/forefront/clientsecurity/default.mspx
http://www.microsoft.com/athome/security/spyware/software/default.mspx

Diskuse

”

« Otazky ?

« Dalsi informace najdete na:
http://www.microsoft.com/cze/technet/chat/default. mspx
https://blogs.technet.com/technetczsk/
http://support.microsoft.com/newsgroups/

Skoleni 2823: Implementace a administrace ve Windows
Server 2003 siti



http://www.microsoft.com/cze/technet/chat/default.mspx
https://blogs.technet.com/technetczsk/
http://support.microsoft.com/newsgroups/
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