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Obsah prednasky

Vs

¢ |l Dil je predevsim vénovan online/offline bezpe€nostnim
scannerum a analyzerum, MRSK a desktop firewalliim
(bude méné slidu a vice ukazek)

« Zavérem bude diskuse (shad ©)

—— ——




Ziskavani informaci

/

« Jednou z kategorii utoku je kradez informace

Aktivni (prinuceni internetoveé sluzby, aby vydala vice
informaci nez ma, socialni inzenyrstvi, phishing, ...)

Pasivni (odposlech site / telefonu, odpozorovani hesla)
¢ Kde utoc€nik ziskava informace

WHOIS, DNS, webové stranky, diskusni skupiny, IM, ...

Port scanning

Sniffing

¢ Existuje ale mnohem jednodussi cesta donutit
k tomu uzivatele !

——




Otevreni TCP na portu 80 == povoleni jen HTTP ???
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Tunneling

& |HTTP-Tunnel - Microsoft Internet Explorer
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w - HTTP-Tunnel Technology

[

Overview
HTTP-Tunnel Client
HTTP-Tunnel Server

HTTP-Tunnel
ActiveX Control

Corporate
Messenger (VCM)

HTTP-Tunnel technology allows users to perform various Internet tasks despite the
restrictions imposed by firewalls, This is made possible by sending data through HTTP
(port 800, additionally, HTTP-Tunnel technology is very secure, making it indispensable
for both average and business communications,

The HTTP-Tunnel Client is an application that runs in your system tray acting as a
SOCKS server, managing all data transmissions between the computer and the
network,

Users use HITP-Tunnsl
to ==nd data through
the firevall

Router - Firewall

HTTP-Tunn=l Corporats
. Treceives and
relays the data

Isexs use HTTP-Tunmel
to receive data through
the firswall

The HTTP-Tunnel Server iz a customizable server software solution for both personal
and corporate netwaorks.,

The HTTP-Tunnel ActiveX Control allows developers to incorporate HTTP-Tunnel
technology into their software applications., E

@ Done

# Internet




Pro¢ muze TCP 80 == All IP traffic ?

Physical Network

Fource SogqR

Destn  Part
TTL Eﬁhsum Data iz a black box Standard

T Firewall
Datalink
Fhysical Network Data is inspected
Source Saq# Mail attachmeant chacking - http App

Destn  Port syntax - OMS syntax chacking - -
TTL  ghksum [termination of S50 - URLblocking || INSpection
and rediraction - tunnel blocking Firewall

Chksum - RPC awaraness - LOAP - SGL- oto

Datalink




Co delat, kdyz uz jste na svoje PC ,,néco chytili*

”

¢ Online (Live) nastroje

¢ http://safety.live.com

« Kaspersky Online Scanner
http://lwww.kaspersky.com/kos/eng/partner/default/kavwebscan.html

¢« McAfee FreeScan
http://us.mcafee.com/root/mfs/default.asp?affid=294

¢ Symantec Security Check
http://security.norton.com/sscvb6/default.asp?lanqgid=ie&venid=sym

¢« Trend Micro HouseCall
http://housecall.trendmicro.com

¢ VirusTotal
http://www.virustotal.com/cs/
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Co delat, kdyz uz jste na svoje PC ,,néco chytili*

(

¢

¢ Offline nastroje

Autoruns
http://www.microsoft.com/technet/sysinternals/Security/Autoruns.mspx

Process Explorer
http://lwww.microsoft.com/technet/sysinternals/utilities/processexplorer.mspx

RootKit Revealer
http://Iwww.microsoft.com/technet/sysinternals/Security/RootkitRevealer.mspx

Malicious Software Removal Tool
http://www.microsoft.com/security/malwareremove/default.mspx

Sigcheck
http://lwww.microsoft.com/technet/sysinternals/Security/Sigcheck.mspx

avast! Virus Cleaner http://www.avast.com/eng/down cleaner.html
MCAfee AVERT Stinger http://vil.nai.com/vil/stinger/

Spybot — Search & Destroy
http://lwww.spybot.info/len/download/index.html
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Malware Removal Starter Kit

(

« Pozadavky pro vytvoreni CD s kitem:

Windows Vista, Windows XP SP2 s KB926044 nebo Windows Server 2003 SP2 (popr.
SP1 s KB926044)

DVD vypalovaci mechanika a software pro vypalovani .img/.iso soubor(

992 MB volného mista na HDD pro stazeni Windows PE .img souboru (Windows
Automated Installation Kit) plus dalSich 800 MB na vytvofeni boot image pomoci skriptd
Kitu.

Microsoft NET Framework VVersion 2.0 (instalacni soubor je také souc€asti Windows
Automated Installation Kitu)

Microsoft Core XML Services (MSXNL) 6.0 (instala¢ni soubor je také soucasti
Windows Automated Installation Kitu)

Vice v ¢clanku:
http://lwww.microsoft.com/czel/technet/clanky/malware.mspx
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Prevence - dobry firewall / antivir / antispyware je
zaklad

¢ Microsoft Forefront Client Security:
http://lwww.microsoft.com/forefront/clientsecurity/default.mspx

¢« Windows Defender:
http://www.microsoft.com/athome/security/spyware/software/default.mspx

¢ Windows Firewall: http://technet.microsoft.com/en-us/network/bb545423.aspx
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Odkazy

>

¢ ShieldsUP a LeakTest:
http://lwww.grc.com/default.htm

¢ Firehole (simulator trojského kone):
http://keir.net/firehole.html

¢ 0 Rootkitech: http://www.rootkit.com

¢ Microsoft Malware Protection Center:
http://lwww.microsoft.com/security/portal/default.aspx

¢ Microsoft Security Home Page:
http://lwww.microsoft.com/security/default. mspx

¢ Windows Security Home Page:
http://lwww.microsoft.com/windows/security/default.mspx
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Diskuse

(

¢ Otazky ?

¢ Muzete se tésit na dalsi dily:
17.1. 2008 - Security hardening Ill - Sifrovani (Bitlocker, EFS, SSL, IPSec, SIMIME, ..)
Kvéten - Security hardening IV — karantény a tunely (NAP, SSTP, VPN s ISA 2006)

« Dalsi informace najdete na:
http://www.microsoft.com/cze/technet/default.mspx
http://blogs.technet.com/technetczsk/
http://support.microsoft.com/newsgroups/

Skoleni 2823: Implementace a administrace ve Windows
Server 2003 siti
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